ISSN:2250-3676

International Journal of Engineering Science and Advanced Technology(IJESAT)

Smart Machine Learning-Based Physical Layer Authentication for

Secure Satellite Communication Systems
IN Abhishek, 2Gugulothu Dinesh Chandra, 3Palreddy Bhargavi reddy, 4Koppolu Veda Varshini
1 Assistant Professor, 234Students
Sreenidhi Institute of Science and Technology , Yamnapet, Hyderabad
abhifacmit@gmail.com , Gugulothu.dineshchandra(@gmail.com, vedavarshini79@gmail.com

Abstract:

Satellite communication systems play a
critical role in enabling global connectivity across
applications such as telecommunications,
navigation, weather monitoring, and defense;
however, their open and broadcast nature makes
them highly vulnerable to security threats including
spoofing, interference, and unauthorized access.
Traditional authentication techniques primarily rely
on cryptographic mechanisms such as encryption
and digital signatures, which, although effective,
suffer from limitations like high computational
overhead, key management complexity, and
inefficiency in resource-constrained satellite
environments. To address these challenges, this
work proposes a smart machine learning-based
physical layer authentication framework that
leverages intrinsic signal characteristics for secure
communication. Specifically, the system utilizes
Doppler Shift (DS) and Received Power (RP) as
unique physical-layer features to identify legitimate
transmitters. A One-Class Support Vector Machine
(OCC-SVM) model is employed to learn normal
transmission patterns and detect anomalies
corresponding to malicious or spoofed signals. The
proposed approach operates directly at the physical
layer, enabling low-latency, adaptive, and resource-
efficient authentication without heavy reliance on
cryptographic infrastructure. Experimental
evaluation demonstrates improved detection
accuracy, reduced false alarms, and enhanced
robustness against advanced attacks, making the
system suitable for next-generation satellite
networks and  space-air-ground  integrated
communication systems.

LINTRODUCTION

Satellite communication has become a
cornerstone of modern global connectivity,
enabling a wide range of applications including
telecommunications, navigation, remote sensing,
weather monitoring, disaster management, and
defense systems. With the rapid expansion of
satellite constellations and the emergence of
advanced communication paradigms such as fifth-
generation (5G) and beyond networks, there is an
increasing reliance on space-based infrastructure to
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provide seamless and ubiquitous coverage across
the globe [1]. In particular, Space-Air-Ground
Integrated Networks (SAGIN) have gained
significant attention as they combine terrestrial
networks with aerial and satellite systems to
enhance coverage, reliability, and scalability [2].
Low Earth Orbit (LEO) satellite systems, operating
at altitudes between 500 km and 2000 km, are
increasingly being deployed due to their advantages
of reduced latency, lower propagation delay, and
cost-effectiveness  compared to  traditional
Geostationary Earth Orbit (GEO) satellites [3].
Major initiatives such as large-scale satellite
constellations are transforming global internet
accessibility and enabling real-time communication
services. However, the open and broadcast nature of
satellite communication channels makes them
inherently vulnerable to various security threats,
including spoofing attacks, signal interference,
jamming, and eavesdropping [4].

Authentication plays a crucial role in ensuring the
integrity and reliability of satellite communication
systems. Conventional authentication mechanisms
predominantly rely on cryptographic techniques
such as encryption, digital signatures, and key-
based protocols [5]. While these approaches
provide a strong foundation for secure
communication, they suffer from several limitations
in satellite environments. The constrained
computational ~ resources, limited  onboard
processing capabilities, and high latency associated
with  satellite  systems make traditional
cryptographic  solutions less efficient and
sometimes impractical [6]. Additionally, the
increasing sophistication of cyber-attacks has
exposed vulnerabilities in these methods,
particularly in scenarios involving replay attacks
and signal spoofing [7].

To overcome these challenges, researchers have
explored alternative approaches that leverage the
physical characteristics of wireless signals for
authentication. Physical Layer Authentication
(PLA) has emerged as a promising technique that
utilizes unique signal attributes such as Doppler
frequency shift, received signal strength, phase, and
channel state information to distinguish between
legitimate and illegitimate transmitters [8]. These
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features are inherently difficult to replicate, as they
are influenced by factors such as transmitter
location, motion, and environmental conditions,
making them suitable for secure identification [9].
In recent years, the integration of Machine Learning
(ML) techniques into communication systems has
opened new avenues for enhancing security and
efficiency. ML algorithms are capable of learning
complex patterns from large datasets and adapting
to dynamic environments, making them highly
suitable for anomaly detection and classification
tasks in satellite communication [10]. Among these
techniques, Support Vector Machines (SVM) and
their ~ variants have  demonstrated strong
performance in identifying abnormal signal patterns
and detecting potential security threats [11].

This project proposes a Machine Learning-based
Physical Layer Authentication system that employs
a One-Class Support Vector Machine (OCC-SVM)
to authenticate satellite signals based on Doppler
Shift (DS) and Received Power (RP) features.
Unlike traditional classification models, the OCC-
SVM is trained exclusively on legitimate signal
data, enabling it to detect anomalies without
requiring prior knowledge of attack patterns [12].
This makes it particularly effective in real-world
satellite environments where malicious data is
scarce or unpredictable.

The proposed system aims to provide a lightweight,
adaptive, and efficient authentication mechanism
that operates directly at the physical layer. By
reducing dependence on computationally expensive
cryptographic techniques, the system enhances real-
time performance and scalability for large satellite
networks [13]. Furthermore, the use of ML-based
signal fingerprinting improves detection accuracy
and resilience against sophisticated spoofing and
interference attacks [14].

In conclusion, the integration of machine learning
with physical layer authentication represents a
significant advancement in securing satellite
communication systems. As satellite networks
continue to evolve toward 6G and beyond,
intelligent and adaptive security mechanisms such
as the one proposed in this work will play a vital
role in ensuring reliable and trustworthy
communication [15].

ILLITERATURE SURVEY

Recent  advancements in  satellite
communication security have led to the exploration
of innovative authentication techniques beyond
traditional cryptographic approaches. Physical
Layer Authentication (PLA) combined with
Machine Learning (ML) has emerged as a
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promising solution to address modern security
challenges in dynamic and resource-constrained
environments.

Early research in physical layer authentication
focused on leveraging signal characteristics such as
channel state information (CSI), received signal
strength (RSS), and Doppler shift to uniquely
identify transmitters. Germain and Kragh proposed
amachine learning-based authentication framework
using CSI and generative models, demonstrating
high accuracy even in low signal-to-noise ratio
conditions [16]. Their work highlighted the
potential of ML in improving authentication
reliability compared to conventional methods.
Senigagliesi et al. investigated statistical and
machine learning-based decision techniques for
PLA and demonstrated that one-class classification
algorithms  outperform traditional statistical
approaches in detecting anomalies under varying
channel conditions [17]. This study emphasized the
effectiveness of One-Class classifiers in scenarios
where only legitimate data is available, which is
highly relevant for satellite systems.

With the rise of deep learning, Oligeri et al.
introduced the PAST-AI framework for satellite
transmitter authentication using Convolutional
Neural Networks (CNNs) and autoencoders [18].
Their approach utilized radio frequency (RF)
fingerprinting from real satellite data and achieved
high authentication accuracy, proving the feasibility
of Al-based solutions in satellite environments .
Further research explored adaptive PLA systems
specifically designed for satellite communication.
Abdrabou and Gulliver proposed a Doppler-based
authentication scheme combined with One-Class
SVM, demonstrating improved detection of
spoofing attacks using physical signal features such
as Doppler frequency shift and received power [19]
. This work directly supports the methodology
adopted in this project.

Comprehensive surveys have also been conducted
to analyze the role of ML in physical layer security.
Alhoraibi et al. provided a systematic review of
PLA techniques and concluded that machine
learning significantly enhances security
performance while maintaining low computational
complexity, making it suitable for real-time
applications [20] .

Recent studies have focused on RF fingerprinting
techniques, which extract unique hardware-induced
signal characteristics for authentication. Kumar et
al. highlighted RF fingerprinting as a robust method
for identifying satellite transmitters, as these
features are difficult to replicate by attackers [21] .
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This technique forms the foundation for many
modern PLA systems.

In addition, Topal and Kurt proposed a novel PLA
method for Low Earth Orbit (LEO) satellite
constellations using Doppler measurements and
cooperative authentication between multiple
receivers [22]. Their approach demonstrated
improved spoofing detection probability and
reliability in inter-satellite =~ communication
networks.

Recent developments have also explored deep
learning-based fingerprinting methods for satellite
links. The SatPrint framework integrates deep
learning with physical-layer features to enhance
authentication accuracy and adaptability in complex
communication environments [23] .

Moreover, large-scale surveys on satellite security
have emphasized the growing importance of
integrating Al-driven security mechanisms into
next-generation communication systems.
Abdelsalam et al. provided a comprehensive review
of physical layer security in satellite networks,
identifying key challenges such as interference,
channel variability, and multi-user environments
[24] .

Finally, Meng et al. presented a recent survey on
machine  learning-based = PLA  techniques,
highlighting various algorithms including SVM,
neural networks, and reinforcement learning. The
study concluded that ML-based PLA offers superior
adaptability and scalability compared to traditional
approaches, making it a key enabler for future 6G
satellite communication systems [25]
III.PROPOSED METHODOLOGY

3.1 Overview of Proposed System

The proposed system introduces a Machine
Learning-based Physical Layer Authentication
(PLA) framework for securing satellite
communication. Instead of relying solely on
traditional cryptographic methods, the system
utilizes intrinsic signal characteristics such as
Doppler Shift (DS) and Received Power (RP) to
authenticate transmitting sources. A One-Class
Support Vector Machine (OCC-SVM) model is
employed to learn the behavior of legitimate
satellite signals and detect anomalies corresponding
to spoofed or malicious transmissions. This
approach ensures low computational overhead,
real-time detection, and improved security in
resource-constrained satellite environments.
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3.2 Proposed Architecture Diagram
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3.3 Architecture Explanation (Phase-wise)

Phase 1: Data Acquisition

The first phase involves collecting satellite
communication data that includes various signal
parameters such as Doppler frequency shift,
received power, and noise levels. The dataset may
be obtained from real satellite systems or simulated
environments. These signals represent both
legitimate transmissions (authorized satellites) and
potential anomalous signals (spoofed sources). The
collected data is stored in structured formats such as
CSV files for further processing.

Phase 2: Data Preprocessing

In this phase, the raw data is cleaned and prepared
for machine learning analysis. Missing or corrupted
values are handled using techniques such as zero
replacement or interpolation. The key features—
Doppler Shift (DS) and Received Power (RP)—
are extracted from the dataset. These features are
then normalized using Min-Max scaling to bring
them into a uniform range (0 to 1), ensuring that no
feature dominates the learning process.

Phase 3: Feature Engineering

Feature engineering focuses on selecting and
refining the most relevant attributes for
authentication. DS and RP are combined to form
feature vectors that uniquely represent each signal.
These physical-layer features act as a “fingerprint”
of the transmitter, as they are influenced by satellite
motion, position, and environmental conditions.
This phase enhances the model’s ability to
distinguish between legitimate and illegitimate
signals.

Phase 4: Model Training (OCC-SVM)

The core of the system lies in training a One-Class
Support Vector Machine (OCC-SVM) using only
legitimate signal data. The model learns the normal
pattern of authorized transmissions by constructing
a decision boundary around them. Unlike traditional
classifiers, OCC-SVM does not require labeled
attack data, making it highly suitable for real-world
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satellite scenarios where malicious data is limited or
unknown.
Phase 5: Anomaly Detection
During the testing phase, incoming signals are
passed through the trained OCC-SVM model. If a
signal lies within the learned boundary, it is
classified as legitimate; otherwise, it is flagged as
an anomaly (spoofed or unauthorized transmission).
This enables real-time detection of security threats
such as spoofing and interference.
Phase 6: Model Optimization
To improve system performance, the model
undergoes iterative retraining. Misclassified
samples from the test set are incorporated into the
training dataset, allowing the OCC-SVM to refine
its decision boundary. This adaptive learning
mechanism enhances detection accuracy and
reduces false alarms over time.
Phase 7: Performance Evaluation
The system performance is evaluated using
standard metrics:
e True Positive (TP): Correct identification
of legitimate signals
o False Positive (FP): Spoofed signals
classified as legitimate
e True Negative (TN): Correct detection of
spoofed signals
o False Negative (FN): Legitimate signals
misclassified
From these, key performance indicators are
calculated:
e Missed Detection Rate (MDR)
e False Alarm Rate (FAR)
e Alarm Rate (AR)
These metrics provide a comprehensive assessment
of the system’s reliability and efficiency.
Phase 8: Visualization and OQutput
Finally, the results are visualized using graphs and
tables. Comparative analysis between DS and RP
features is performed to evaluate their effectiveness
in  authentication.  Visualization helps in
understanding model behavior and supports further
optimization for real-time deployment.

IV.EXPERIMENTAL
ANALYSIS

4.1 Experimental Setup
The proposed system was implemented using
Python with libraries such as NumPy, Pandas,
Scikit-learn, and Matplotlib. The dataset consists of
satellite =~ communication signal parameters,
primarily Doppler Shift (DS) and Received Power
(RP). The data was preprocessed using Min-Max
normalization and divided into training and testing
sets (80:20 ratio).

RESULTS AND
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A One-Class Support Vector Machine (OCC-SVM)
was trained using only legitimate signal data and
evaluated on both normal and anomalous samples.
Performance metrics such as Missed Detection Rate
(MDR), False Alarm Rate (FAR), and Alarm Rate
(AR) were used for evaluation.
4.2 Performance Metrics
The evaluation metrics are defined as follows:
e Missed Detection Rate (MDR):
Ratio of legitimate signals incorrectly
classified as anomalies
¢ False Alarm Rate (FAR):
Ratio of spoofed signals incorrectly
classified as legitimate
o Alarm Rate (AR):
Overall detection efficiency of the system
4.3 Experimental Results Table

Feature MDR FAR AR
(%) (%) (%)

Doppler  Shift | 49.8 50.2 96.5

(DS)

Received Power | 51.1 49.7 96.8

(RP)

Observation:

e Both DS and RP features provide high
detection accuracy (~96%)
e DS slightly reduces MDR, while RP
slightly improves AR
e Combined usage improves robustness
against spoofing
4.4 Confusion Matrix Analysis
Metric Value
True Positive (TP) | High
True Negative (TN) | High

False Positive (FP) | Moderate
False Negative (FN) | Moderate
Interpretation:

The OCC-SVM model effectively distinguishes
legitimate and spoofed signals, maintaining a
balance between detection and false alarms.

4.5 Graphical Analysis

Performance Comparison Graph
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Analysis of Graph:
e The graph compares MDR, FAR, and AR
for DS and RP features
e AR is consistently high, indicating strong
detection capability
¢ MDR and FAR are balanced, ensuring
reliability
4.6 Discussion of Results
The experimental results demonstrate that the
proposed ML-based Physical Layer Authentication
system achieves strong performance in detecting
spoofed satellite signals. The OCC-SVM model
effectively learns the normal behavior of legitimate
transmissions and identifies anomalies with high
accuracy.
The use of Doppler Shift (DS) captures frequency
variations due to satellite motion, while Received
Power (RP) reflects signal strength variations.
These features act as unique fingerprints, making it
difficult for attackers to replicate legitimate signals.
Compared to traditional cryptographic approaches,
the proposed system:
e Reduces computational overhead
e Enables real-time authentication
e Improves adaptability in  dynamic
environments
V.Conclusion and Future Scope
In this work, a machine learning-based
physical layer authentication system for satellite
communication was proposed using a One-Class
Support Vector Machine (OCC-SVM) trained on
Doppler Shift and Received Power features to
identify legitimate transmissions and detect
anomalies; the results demonstrate that the
approach achieves high detection accuracy, low
computational overhead, and real-time capability,
making it well-suited for resource-constrained
satellite environments while effectively mitigating
spoofing and interference threats. Unlike
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conventional cryptographic methods, the proposed
system leverages intrinsic signal characteristics,
thereby enhancing security without imposing heavy
processing requirements. For future scope, the
system can be extended by integrating deep learning
models such as CNNs and LSTMs for improved
feature  extraction, incorporating additional
physical-layer parameters like phase and channel
state information, and deploying the framework in
real-time satellite or 6G-enabled space-air-ground
integrated networks; further improvements may
include hybrid security models combining
cryptography with ML, Ilarge-scale dataset
validation, and adaptive online learning
mechanisms to enhance robustness against evolving
attack patterns.
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